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Introduction

In a computerized accounting environment, organizations use computers, ERP systems,
accounting software, databases, and automated processing for recording and maintaining
financial transactions. Traditional manual audit methods are not sufficient in such
environments. Therefore, auditors use Audit Expert Systems and computerized audit
techniques to evaluate internal controls.

An Audit Expert System is an intelligent computer-based system that assists auditors in
decision-making by using predefined rules, knowledge databases, and analytical
procedures.



Objective

The objective of internal control in a computerized environment is to ensure:

e Accuracy of records

e Prevention and detection of fraud
e Safeguarding of assets

e Reliability of financial statements

e Efficient business operations
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Meaning of Internal Control

Internal control refers to policies, procedures, and methods adopted by management to
ensure:

e Efficient conduct of business
e Protection of assets
e Prevention of errors and frauds

e Accuracy of accounting records

In computerized systems, controls are embedded within software and hardware systems.
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Computerized Audit Environment

A computerized audit environment exists when accounting information is processed using computers.
Features:

e Electronic data processing

e Automated calculations

e Digital storage of records

e Online transaction processing
e Reduced paper documents

e Use of ERP systems

e Risks:

e Unauthorized access

e Data manipulation

e System failure

e Cyber fraud

e Lack of audit trail
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Audit Expert System

An Audit Expert System is a computer-based application designed to imitate the knowledge and judgment of expert auditors.
It helps auditors in:

e Risk assessment

e Internal control evaluation

e Fraud detection

e Audit planning

e Decision-making

e Components of Audit Expert System:
e Knowledge Base

e Rule Base

e |Inference Engine

e User Interface

e Explanation Facility
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Internal Controls in Computerized Environment

A. General Controls

These controls apply to overall computer operations.
Examples:

e Password protection

e Access control

e Backup systems

e Disaster recovery plans

e Segregation of duties

e Physical security of servers



B. Application Controls

These controls are specific to accounting applications.
Types:

e Input Controls

e Processing Controls

e Qutput Controls

1. Input Controls

Ensure accuracy of data entered into the system.
Examples:

e Validation checks

e Authorization checks

e Password verification



2. Processing Controls

e Ensure proper processing of data.
Examples:

e Run-to-run totals

e Error detection programs

e Automatic calculations

3. Output Controls

e Ensure correctness of reports generated.
Examples:

e Review of reports

e Restricted access to outputs

e Reconciliation procedures
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Role of Auditor in Computerized Environment

The auditor should:

e Understand computer systems

e Evaluate internal controls

e Assess system risks

e Use Computer Assisted Audit Techniques (CAATS)
e Verify electronic evidence

e Check security controls
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Techniques Used by Audit Expert Systems

1. Rule-Based Reasoning

Uses IF-THEN rules for decision-making.
2. Analytical Review

e Compares financial trends and ratios.

3. Exception Reporting

e Identifies unusual transactions.

4. Statistical Sampling

e Selects audit samples scientifically.

5. Fraud Detection Algorithms

Detect suspicious activities automatically.
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Advantages of Audit

e Faster audit process

e Improved accuracy

e Better fraud detection

e Consistency in decisions
e Reduced human errors

e Efficient data analysis

Expert Systems
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Limitations of Audit Expert Systems

e High installation cost

e Requires technical expertise

e Dependence on system quality
e Risk of system hacking

e Cannot fully replace human judgment
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Computer Assisted Audit Techniqgues (CAATSs)

CAATs are software tools used by auditors to examine computerized records.
Examples:

e Test data method

e Audit software

e Parallel simulation

e Embedded audit modules

Benefits:

e Faster verification

e Large volume testing

e Better audit evidence
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Audit Trail in Computerized Environment

Audit trail means a chronological record of transactions that helps auditors trace data from source documents
to final reports.

Importance:
e Detect fraud
e Verify transactions

e Ensure accountabi
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Conclusion (fifEEEIC)

Internal control under a computerized audit environment is essential for ensuring
reliability, security, and accuracy of accounting information systems. Audit Expert
Systems enhance the efficiency and effectiveness of auditing by providing intelligent
support in risk assessment, fraud detection, and control evaluation. However, human
judgment remains indispensable in auditing.
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