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&) What is Network Securitye

Network Security refers to the policies, practices, and technologies used to
protect computer networks from unauthorized access, misuse, modification, or

attacks.
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@ Objectives of Network Security (CIA
Triad)

The main objectives are:
» Confidentiality — Data is accessible only to authorized users
= |ntegrity — Data remains accurate and unaltered

» Availability - Network and data are accessible when needed
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a1 Types of Network Security

Firewall — Controls incoming and outgoing traffic
Antivirus/Antimalware — Protects against malicious software
Encryption — Converts data into unreadable form

Intrusion Detection System (IDS) — Detects suspicious activities
Virtual Private Network (VPN) — Secure remote access
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A4 Common Network Threats

Virus & Worms - Self-replicating malicious programs
Phishing — Fake emails/websites to steal data

DoS/DDoS Attacks — Overloading network to crash services
Man-in-the-Middle Attack - Intercepting communication
Ransomware — Locks data and demands payment
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== Security Mechanisms

» Avuthentication — Verifying user identity (password, biometrics)
» Auvuthorization — Granfing access rights
» Access Control — Restricting resources

» Auditing — Monitoring activities
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+ Encrypftion Basics

®» [Encryption ensures secure communication:

= Symmetric Encryption — Same key for encryption & decryption
» Asymmetric Encryption — Public and private keys
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& Network Security Protocols

» HTIPS — Secure web communication
» SSL/TLS — Encryption protocols

» |PSec - Secure IP communication

» SSH - Secure remote login
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. Best Practices

Use strong passwords

Regular software updates

Enable firewalls

Use multi-factor authentication
Avoid suspicious links
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.| Importance of Network Security

» Protects sensitive data

® Prevents financial loss

» Maintains privacy

®» Ensures business continuity
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# Conclusion

Network Security is essential in today's digital world to ensure safe
communication, protect data, and prevent cyber threats.
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