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INTRODUCTION TO OPERATING SYSTEM

An Operating System (OS) is system software that manages hardware and software
resources. Popular operating systems include:

= Microsoft Windows
» Linux
= macOS

Troubleshooting means identifying, analyzing, and resolving problems affecting
system performance or functionality.
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Booting Issues

Slow Performance
Application Crashes

Driver Problems

Network Connectivity Issues
File System Errors

Security Threats
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BOOTING PROBLEMS

Booting is the process of starting the computer. Common errors:
= Boot device not found

= Blue Screen of Death (BSOD)

= Stuck on loading screen

= In Windows 10, BSOD indicates critical system failure.
Solutions:

= Check BIOS settings

= Repair bootloader

= Use Safe Mode

= Reinstall OS
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Safe Mode loads minimal drivers and services.
In Windows 11:
= Press Shift + Restart

= Select Troubleshoot — Advanced Options — Startup Settings
Uses:

= Remove faulty drivers
= Uninstall problematic software

= Scan for malware
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SLOW SYSTEM PER

Causes:
» Low RAM

= High CPU usage
= Too many startup programs

FORMANCE

= Disk fragmentation

= Use Task Manager in Microsoft Windows.
Solutions:

= Upgrade RAM

= Disable startup apps

= Disk cleanup

= Scan for viruses




AT [AEcH 57 SROM & & T &
- %d RAM
= 39 CPU 39T

- SgTET TETE3T IamH
AT

« RAM §GIU

« IR Tohol




Applications may crash due to:
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= Corrupted files

= Compatibility issues

= Insufficient memory

Example: Browser crashes in macOS.
= Fix:

= Reinstall application

= Update OS

= Check compatibility
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DRIVER ISSUES

Drivers allow hardware to communicate with OS.

In Linux, drivers are often open-source.
Common issues:

= Missing drivers

= Outdated drivers

= Incorrect drivers

Solutions:

= Update drivers

= Rollback driver

= Install official driver
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Symptoms:

= No internet

= Limited connectivity
= Slow browsing
Troubleshoot:

= Restart router

= Flush DNS

= Check IP configuration
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Errors like:

= Disk read error

= Corrupted file system

= Use CHKDSK in Microsoft Windows.
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VIRUS AND MALWARE ISSUES

Malware can:

= Slow system

= Steal data

= Cause crashes

= Use antivirus tools.
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Common in Windows 10.

Causes:

= Hardware failure

= Driver conflict

Fix:

= Update drivers

= Check RAM
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MENORY

Symptoms:
= Freezing
= Slow multitasking

= Use memory diagnostic tools.
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Problems:

= Low disk space
= Partition errors

= Use Disk Management tool.
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SOFTWARE COMPRTIBILITY ISSUES

Older apps may not run on Windows 11.

Solution:

= Compatibility mode
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OS updates may fail.
Fix:
= Clear update cache

= Restart update service
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Restore system to previous state.

Available in Microsoft Windows.
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COMMAND LINE TROUBLESHOOTING

:
® Py

Commands:

= sfc /scannow
= chkdsk

= ipconfig

In Linux:

= fsck

= top

= hetstat
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= Regular updates
= Disk cleanup
= Backup data

= Use firewall
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BACKUP ND

Use:
= Cloud backup
= External drive

= In macOS, use Time Machine.
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SION

Troubleshooting OS issues requires:

= Logical thinking

= Technical knowledge

= Step-by-step analysis

= Proper maintenance prevents major failures.
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